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Decision/action requested

Acceptance of proposal in clause 3.3
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Rationale

In this paper, the cosigning companies discuss the agreement from SA3#90 and express their preference for a particular solution.
3.1
Agreement from SA3#90

1.
SUPI will not be sent if NAS confidentiality is off
This agreement was reached after it was found that there is no requirement to send the SUPI in the clear at any time. It ruled out the solution of sending SUPI in NAS SMC.
2.
Solution will include a hash of SUPI + something sent by the UE to the VPLMN
This requirement captured that a solution should somehow provide proof to the VPLMN without sending the SUPI. The hash + something should be interpreted as providing that proof and that proof should come from the UE.
3.
Hash mis-match shall lead to no service to the UE, i.e. UE is locked out (except for emergency calls)
The reason for including this requirement is that if there is a mismatch and no service is provided, there is no need for LI. Also, it should be noted that whenever a hash mis-match occurs and service is provided not only LI is affected (by either targetting the wrong subscriber or failing to target the subject), but also call detail records are disputable leading to possible fraud scenarios.
4.
Acceptable cryptographic strength to be considered
This requirement resulted from an observation that the MAC-I in the SMC might be too short.
3.2
Two classes of solutions: Integrated vs Separated
A number of proposals have been put forward, e.g. by Nokia [1], Ericsson [2], Qualcomm [4], CATT [5], Huawei [6], and NTT DOCOMO [7]. Of these proposals, all but the one by NTT DOCOMO, add new signalling messages / parameters to the messages of the authentication and key agreement or of NAS SMC. For example, in the proposal by Nokia the UE includes a hash in the initial registration message, which is compared to a hash coming from the home network in the authentication information response message from the home network. Another example is the Ericsson solution where a challenge and response is exchanged during NAS SMC and the UE response is compared to the expected response. This class of proposals is referred to as ‘separated methods’ in the remainder of this paper.
The NTT DOCOMO proposal is different because it integrates with the method by explicitly binding one of the keys to the SUPI. As said in the NTT DOCOMO proposal “the advantage of the SUPI binding is that it requires no extra signalling. There is also no ambiguity in VPLMN behaviour”. This proposal is an ‘integrated method’. This integrated method or SUPI binding method, has a number of advantages:

1.
No need for additional checks. All separated methods one way or another introduce an additional check in order to determine whether the SUPI provided is the correct one. The SUPI binding method does not need this additional check because it reuses existing methods.

2.
No need to specify VN behaviour. All separated methods need to specify the behaviour of the visited network based on the result of the check in order to achieve that the ‘UE is locked out’. The SUPI binding method does not need this additional specification, because it relies on existing methods. Whenever the wrong SUPI is provided, the SUPI binding method will therefore simply cause a failure in any of the subsequent methods.
3.
No need to collect additional logging. There are plenty of reasons why discussion could arise, amongst others, charging. If a CDR is challenged by for example another operator, logging may be necessary to proof that service was provided after a successful had been performed. Also to verify that the mechanism continues to work as is, logging may be required.
4.
No need for additional test cases. All separated methods will require test cases to show that NF always locks out the UE whenever the test fails, under all conditions. The SUPI binding method needs less test cases because failure automatically leads to locking out the UE from any further service.

5.
No need for testing after each software update, including OS, etc. All separated methods have an assurance problem: how can one be sure that the NF still works as designed after changes? The SUPI binding method does not have this disadvantage because it is integrated by design.

6.
No need to add additional information elements. All separated methods require additional signalling to be exchanged. The SUPI binding method does not require that, which leads to a simpler design.

3.3
Proposal
The preference of the cosigning companies is to accept the SUPI key binding method as explained in S3-172488 as the solution for solving the problem of providing proof of the correct SUPI.
